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SYNopPsys @  ® Debrup Ghosh v
£ JavaVulnerableLab > @ JavaVulnerableLab
Aissues @ Settings & Tests
(-} - Issue Type Location Filename/Origin Tool Type Triage Status CWE Vulnerability iID
[l SOLinjection injj i oginV... Logi java SAST Not Triaged CWE-89 NA
n Cross-Site Request Forgery (CSRF) Java SAST Not Triaged CWE-352 N/A
0 Directory Traversal i isp download jsp SAST Not Triaged N/A
= Missing Synchronization Install java SAST To Be Fixed N/A
O Cross-site Scripting src/main/webapp/vulnerability/xss/xss4.jsp x5s4.jsp SAST Not Triaged CWE-79 N/A
Cross-site Scripting src/mainj/webapp/login jsp login.jsp SAST Not Triaged CWE-79 N/A
Cross-site Scripting _loginjsp  xpath_login.jsp SAST Not Triaged CWE-79 N/A
mproper Resource Shutdown or Release ) UsernameCheckjava  SAST Not Triaged CWE-404 N/A
" Missing Synchronization src/mainjjavajorgfcysecurity/cspijivijcontroller/install.... _Install.java SAST Not Triaged CWE-820 NJA
A\ Issue Details <> Contributing Code Events ®
Severity: [l] Issue Type: SQL Injection 1 occurrence

Location: i i Hide File Path
|

1. Calling "getParameter”, Reading data trom an HTTP request, which is considered tainted (The virtual call resolves to "lavax. serviet ServietRequest getParameter (java Jang String)")

2. Calling *trim". This call assigns "request getParameter(*username”)" 1o *<return value". Now *<return value>" is tainted. (The virtual call resolves to “java.lang.String trim()*)

3. Assigning: *user” = “request getParameter(*username").trimi)"

tring user=request getParan s ’

g pass-request.getParameter (“pa d').trim
tion con=new ’ Y etServletContext () getRealPath(* /WEB-1 1 t
con ! =null con.1 ’l

t re=null

ement stmt = con createStatement

4. Creating a tainted string using “user”

5. Calling "executeQuery". Passing the tainted value **select * from users where username=" + user + *' and password=" + pass + **** to the SQL API may allow an attacker o inject SQL. (The virtual call resolves to “ava.sql. Statoment executeQuery(java Jang.String)*)

6. Use one of the following methods: * Use a query-preparation APi to safely construct the SQL query containing user-suppiied values. * Only concatenate a user-supplied value into a query If it has been checked against a whitelist of safe string vaiues, or f it must be a Boolean or numeric type.
rs=stat tequery * from ernane='"+user+” " ar = apasst” )

1f(re ‘= null & rs.next

n session-request i

session setAttrabute(“isl 1 )

session setAttribute(“userid”, rs tring("y

se880n SeTATICIDULE £5.001Str) !
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Summary  lssues  Components  Licenses ests  Ser

SIS ® = - Export Bill of Materials ®

® next PP . | po
Security Risk ~ | Component Name Mateh Type Usage License Name 2 components selected across 1 page
Search by Name
a Critical Apache Ant 1.7 ransitive Depende: mamically Link 21+

R @ Ecica Apache Ant17.1 Transitive Dependency Oynamically Linked  LGPL-21 T

I Apache Logd) (1) Apache Ant 1.7.1 LePL21+ © sPDX - json

€ Beanshell (1) CycloneDX - json
Rl 2 BeanstaikClient (1) o Low Apache Ant 180 Transitive Dependency (+2)  Dynamically Linked  LGPL21+

B FindBugs jsr (1) :

el [ Medum  Besnstalkcte e bRy Oymermicaty Linked | LGPE21H (08) e A O

=iy Adé Filename

W Low

B
T T EE==

Transitive Dependency Dynamically Linked ~ Apache2.0

Search by Name

2 Apache 20(2) Security Risk: [f] Component Name: Apache Ant 1.7.1

Acme License (3) " gt o
tur
ESUbsaes (2) Component Description: Component Origins: desaopedion
Google VP8 (3)

Apache Ant is a Java-based build tool. In theory, it is kind of . =
e fikie Make. but without Make's wrinkles —apache.ant:ant-launcher-software-ant:1.7.
£ Jabber Open Source (2) = " I —apache. Current vulnerabilties
[ LaTeX Public License(1) Component Links: 2 om ke Aoan iy Eom: W2
Cimerzo@ Itps 7/github.com/ okia/okta-commons-javarokta-config-check
I Public Domain (9) 4 maven: org.ant launcher:1.7.1 (10 Matches)
| Simple Search License(1) " e ES View Dependency Tree

Dependency Tree
LIZSha Upgrade Guidance:
Short Origin: maven: org apache.antantlauncher:1.7.1

Match Type v 172
& Teansitive Dependency (27) Known short term vulnerabilities:
Direct Dependency (20) o=

Files Modified (4) pr 2025 r

Files Added/Deleted (3) Long Term
180 Cargo Core Uberjar 1.2.0
P e ot v en: 0r3.CoBehaiS.Car 00 Camo-Core-ubenar:1.2.0
1
B Oicul @) Apache Ant 171
High (101) eaven: orG_apache.ant:ant leuncher:.7.1
Medium (212)
Cargo Core Uberja
8 Low (676) reven: 0r3.codeheiss.Corpo Ceac-core-uberer1.2.0

Apache ant 1.7 1
maven: org apache antantleuncher1.7.7
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IS & Dashboards

2l issues summary Dashboard —

(#) critical 17 High (Z) Medium @) Low (2 Informational Total Issues

697 2,759 4,676 776 0 8,908

[ Top 10 Vulnerable Applications (7] Issues By Severity
SDR App 243K
Vuinado 24K / ol
Katie's Other App 223K

Rocket Chat IEESEESSSNEN 354
SIG Employee Store - SSOX NN 228
The Pet Clinic - SSOC IS 228

ssdcinsecurebank I 228 ;‘%K
JavaVulnerableLab [N 134 oo :
synopsys-template-demo . 119
$IG Employee Store - SSDC N 101
0 200 400 600 B0 1K 12K 14K 16K 18K 2K 22K 24K 26K
low
Issue Count 776
Bcritcal W high M mediom M low Mot Whigh Miow M medium
() Top 10 Vulnerable Projects 3] Top 10 Issue Types
Project 1 SDR 243k HTTP Request Smuggling 658
Vulnado Vi 24k Unspecified Weakness 643
Project #1 223K Insecure Object D lizati 619
RCY!  — 354 Weak Input Valldation s3s
Insecure Bank Web App IS 228 Incontralied Resource Consumpt 532
Jonathan's Very First Project IS 228 Sensitive Data Exposure 395
ssdcinsecurebankweb NN 228 Memory Allocation with Excessive Size Value 326
JavaVulnerableLab [ 134 Cross-site Scripting 315
synopsys-template-demo I 119 Allocation of Resources Without Limits or Throttiing I SE_—————— 251
SIG Employee Store Web Application IS 101 Directory Traversal  INEEG——— 133
) 250 500 7% 1K 125K 15K 175K 2K 225K 25K 27 0 50 100 150 200 250 300 350 400 450 500 550 600 650 7.
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« APEX - Bazel « Gradle
. C/CHt - BitBake * vy (An)
. CH - Cargo - Lerna
. Go + Carthage + Maven
.+ Java « C/C++(Clang) « NPM

« JavaScript « Conan + NuGet
+ Kotlin « Conda . pnpm
« Objective-C/C++ « Dart + Python
« PHP + Erlang/Hex/Rebar « SBT

+ Python « Git + Swift and Xcode
. Ruby « Golang « Yarn

« Swift

+ TypeScript
« Visual Basic

laC EcHZ0f 2ol
« AWS Cloud Formation
+ Kubernetes

« Terraform

« YAML

« JSON

« XML
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